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About me

• Background in security with a love of 
behavior psychology, human motivation, 
and behavioral economics. 

• I’ve been building Salesforce’s Trust 
Engagement team since 2012.

• Run a team responsible for general 
employee security culture, secure 
development and engineering practices, 
and customer security advocacy.

• Passionate about using transforming 
security behaviors from “have to” to “want 
to” by looking at the full scope of an 
employee’s experience.



​I want my employees to:

Often our requirements are very general
What Does Security Awareness Mean To Your Organization?

Have more security 
common sense

Make less security 
mistakes Be more 

vigilant

Care more about 
their actions



What Are Your Key Behaviors?

​Ask: 
​What behaviors am I 

trying to change?

​Ask: 
​What will people do 
differently after my 

effective program is in 
place?

Ask: 
How will I measure 

this? 



How To Prioritize Key Behaviors 

1. What are your most frequent 
incidents?

2. What would be the most damaging to 
your company?

3. What are easy wins?

4. What’s most visible?

5. What would have the greatest impact 
on your security posture?

6. What does your team already have 
metrics on? 



Linking Results to Key Behaviors

Say no to 
badge surfing

See something, 
say something

Think like a 
Chief Security Officer Don’t get fooled by 

Phishing
Get certified and be 

ready

# of people who 
fall victim to a 

phishing attack

# of people 
who detect and 

report a 
vulnerability

# of employees 
who completed 
annual security 

training

# of Security 
Champions 

in Org

# of 
unauthorized 

people 
accessing 

secure areas



Investigate Root Cause
• ​Can this be solved with technology?

Do it! Changing mindset is the hardest way to go about 
enforcing change.

• “I didn’t realize that security was part of my job.”
Communication, marketing, awareness campaigns

• ​“I didn’t know what to do about it.”
Training and skills

• ​“I didn’t have the resources or support to do it.”
Management alignment 

• “I didn’t want to.”
Gamification and incentives 

Why are these behaviors not being done?



When I Say Security,
You Say...



Unleashing Discretionary Performance



It’s Not About 
Playing Games 
At Work



Gamification Elements
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Autonomy: we like having choices

Mastery: we like getting better at what we do

Feedback: we like getting feedback on 
how we are doing

Purpose: meaning amplifies what we do

Social: all this means more with others



Gamifying Security



Key Behaviors: Phishing, Reporting, and Badge-Surfing



Connect to Purpose

Source: Verizon  Breach Report 2014



Trust

Conformity

Connecting to Purpose

Morality Curiosity

Fear

Reward

“Holy wow…Check out this video of a giant 
snake eating a zoo keeper!”

“If you don’t pay the fine, your files will be 
locked and you will be reported to the FBI!”

“Can you hold that office door open for me, 
my arm’s broken and this package is heavy.”

Employees experience how attackers exploit “bugs in human hardware”



Test With Feedback



Recognizing Badge-Surfing Awareness



Recognizing Reporting



Reward: Security Champion Program

Basic awarenessApprentice

Successful TestingPadawan

DoingKnight

TeachingMaster

InnovatingGrand Master

Trust Points



Item Point Value
Receiving a Trust badge 50

Read security newsletter and chatter about it 50

Reporting phishing email/ social engineering call 100

Completing 100 level course 100

Completing 200 or 300 level course 200

Identifying  a vulnerability (P0 - P3) P0 =500, P1=300, P2=200, P3=50

Attending a Security lunch and learn 200

Winning a bug bounty event 500

Attending hands-on security training course 600

Teaching/Presenting on Security topic 1000

Presenting at Conference on Security 2500

Security Patent 3000

Interning with Trust 3000



● New participants should see the impact of their 
progress on leaderboards

• Same 5 people were on top with little rotation. 
● Post leader of the week or per activity. 
● Have points that expire.
● Consider the experience for the other 90% of 

participants who don’t top the chart. 
• Does it become demotivational? 

Creating effective leaderboards



● Competition

● Achievement

● Status

● Self-Expression

● Altruism

● Access

Incentives and Rewards



Creating effective point systems

Create a two point system:

Smart points can be spent at 
our online store for swag that 
interests the player. 

Trust points are an aggregate 
of all the points you’ve earned 
over your lifetime. 



Incentives gone wrong
Choose your key behaviors carefully



Incident Detection Results

● Salesforce employees trained to report any 
suspicious activity

● Customer reports also welcome

“Someone just badge 
surfed in our main floor.”

“Is this email really from 
American Express?”

“My mouse cursor is 
moving by itself.”

“I lost my sweater on the 
subway.”

“My browser proxy settings 
were changed.”



Connecting it to Social



Takeaways

Gamification: applying game mechanics to business
• Tap into discretionary performance

Steps to build your program:

1) Identify your key behaviors that you want to gamify
•Prioritize them
•Make sure gamification is the right approach to address the root cause

2) Communicate the expected behaviors to your employees.
• What you want them to do and why

3) Reward/recognize people for the right behaviors when they do them
• Measure it! Share it! Do it again! 



thank y   u


